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EXPERTISE

Job description


	Function:
	Security Compliance 

	Position:  
	Security Compliance Manager

	Job holder:
	Jessica

	Date (in job since):
	

	Immediate manager 
(N+1 Job title and name):
	Head of Security

	Additional reporting line to:
	

	Position location:
	OSR / Home based



	1.  Purpose of the Job – State concisely the aim of the job.  

	· To support the IFM operations by providing and managing administrative control / support for the completion of employee vetting in line with BS7858, PSA 28 2013 and the necessary security clearances for Sodexo employees working on Aviation contracts, financial credit checks and criminality checks to ensure legal compliance
· To manage compliance with security licencing for the SIA and PSA and liaise with the appropriate regulators
· The post holder will have an awareness of ISO9001 and a strong understanding of BS7499, BS7858 and PSA 28:2013
· To manage and liaise with all external regulatory auditors in order to maintain all security regulatory accreditations i.e. ACS, PSA, NSI Gold, 27001 and Qualsec




	2. 	Dimensions – Point out the main figures / indicators to give some insight on the “volumes” managed by the position and/or the activity of the Department.

	Revenue FY:
	€tbc
	EBIT growth:
	tbc
	Growth type:
	n/a
	Outsourcing rate:
	n/a
	Region  Workforce
	tbc

	
	
	EBIT margin:
	tbc
	
	
	
	
	
	

	
	
	Net income growth:
	tbc
	
	
	Outsourcing growth rate:
	n/a
	HR in Region 
	tbc

	
	
	Cash conversion:
	tbc
	
	
	
	
	
	

	Characteristics 
	· Add point: 


The Dimensions provide a valuable insight into the comparative weight of a job. Use this section to identify in a quantitative way the significant areas upon which the job impacts, either directly or indirectly. It provides numerical data, which give a feeling for the scope and scale of the job. Three broad kinds of quantitative data are appropriate:
Financial:	Recharge costs of vetting screening to sites to recover costs of aviation and vetting coordinator
Staff:		5 direct reports, 2 x Compliance coordinators and 3 x Aviation Vetting Coordinators
Other:		Indicate any other magnitudes or statistical information, which helps to clarify the job, e.g. number of sites/areas supported, projects managed, area crime figures, size of the area the role supports or works within etc.

Draft.  Version:  27-03-2014

	3. 	Organisation chart – Indicate schematically the position of the job within the organisation. It is sufficient to indicate one hierarchical level above (including possible functional boss) and, if applicable, one below the position. In the horizontal direction, the other jobs reporting to the same superior should be indicated.  Please show the job titles not the actual        people doing the role, i.e. Finance Manager, Project Manager

	




	4. Context and main issues – Describe the most difficult types of problems the jobholder has to face (internal or external to Sodexo) and/or the regulations, guidelines, practices that are to be adhered to.

	· All vetting submitted in line with agreed timelines
· Accurate submissions of all vetting documentation
· Improved processes delivering time savings for the operational teams
· Improved management information and reporting frameworks
· 100% licence compliance in UK and ROI
· 100% vetting compliance in UK and ROI
· To produce monthly financial performance associated with vetting / training courses
· Success with maintaining all regulatory audit accreditation
· Develop and have long lasting relationships with Sodexo’s external auditors such as BAB and NSAI and will act as Sodexo’s point of contact
· PSA license is maintained and all security sites in the ROI are fully compliant to the 28:2013 standard.






	5.  Main assignments – Indicate the main activities / duties to be conducted in the job.

	
· To manage the staff screening needs of Sodexo’s security employees in UK and ROI, aviation contracts and client staff screening needs, including the collation of information for monthly reporting of financial results
· To manage the compliance and aviation coordinators including monthly visits and weekly calls to update progress in both vetting and licensing
· To ensure all information is kept secure and in accordance with the relevant Data Protection policies and GDPR
· Maintain detailed records of all due / pending and completed vetting – Aviation, Disclosure and Barring Service, Disclosure Scotland, BS7858 and PSA 28:2013
· Maintain detailed records of all airside security ID passes, monitoring expiry of passes, specific training expiry and pass usage
· To hold quarterly reviews with agendas and output for aviation client
· To promote opportunities with the operational teams to grow the vetting business within existing contracts
· Build relationships with key partners such as SIA, PSA, Airport ID centres and procurement partners and engage when necessary to promote and advance business
· Monitor operational deadlines and complete the appropriate follow-up to ensure success
· Ensure all operational teams are aware of compliance processes through specific briefing sheets, compliance e-learning and communications advising them of legislative changes
· To ensure necessary changes in relation to Trusted Partner status or similar are implemented
· To oversee the financial controls associated licence applications
· To ensure all licence systems/databases are maintained with accurate data and proactively manage the future financial requirements through accurate planning and PO requests
· To ensure all information security relating to SIA Licence management under ISO270001 is kept up to date and is regularly reviewed
· Hold regular audits of processes carried out for Licence Management and 1SO27001 audits
· Manage performance through the appraisal process of the security compliance and vetting coordinators
· Attend and contribute with evidence of good compliance at annual regulators ACS audit
· Act as the main point of contact for Heathrow, Gatwick, Glasgow, Birmingham and Manchester airports having responsibility for ensuring that the company meets its obligations under the terms of the airports terms and conditions and to appoint and oversee the work of the authorised signatories
· Be the lead person in any investigation or audit carried out by the airport operators
· Act as an authorised signatory for Heathrow, Gatwick, Glasgow and Birmingham airports having responsibility to ensure all ID pass applications comply with the criteria detailed in the airport ID pass standards and all requirements relating to the use and management of ID passes are met
· Regular travel away from home to attend meetings




	6.  Accountabilities – Give the 3 to 5 key outputs of the position vis-à-vis the organization; they should focus on end results, not duties or activities.

	· Manage the compliance team to ensure security compliance is completed in all security sites
· Maintain and update records and processes to ensure compliance with GDPR Data protection
· Monitor progress of screening applications taking necessary action to stand down non-compliant employees
· Maintain relationships with business managers, external bodies (e.g. SIA, PSA, ISIA and BAB) and clients as required. 
· Liaison with nominated external suppliers / auditors on initial assessments and the co-ordination of subsequent surveillance visits.
· Ensure that Sodexo maintains its ACS status in the UK allowing Sodexo to operate security.
· Ensure that Sodexo retains its PSA licence 28:2013 within the ROI along with the Qualsec requirement.
· Ensure that Sodexo maintains NSI Gold accreditation within the Control Centre


	7.  Person Specification – Indicate the skills, knowledge and experience that the job holder should require to conduct the role effectively

	Skills, Knowledge and Experience

Essential
· Good standard of education required, including Maths, English & IT
· 3 years staff screening experience
· Good communication skills with frontline employees, operators, senior managers and directors
· An experience of the security industry in compliance
· Line management experience
· Experience with external regulatory auditing

Desirable
· Previous experience of vetting in line with BS7858, PSA 28:2013, Aviation and criminality checks
· PC literate, an intermediate knowledge of Microsoft products is essential (Word, Excel, Outlook, Powerpoint)
· An understanding of SIA and PSA licensing
· Experience of time management / prioritising
· Previous operational experience is preferred
· Experience in prioritising workloads an advantage
· Occasional travel away from home may be required

Personal Qualities:
· Any candidate must understand and thrive on working in a customer focused environment 
· This role requires a high level of energy, drive and resilience as well as an ability to do things at pace without loss of accuracy 
· High standard of general administrative support and control skill
· Strong interactive communication skills
· Strong assertive skills to refuse non-compliant application forms and coach operators accordingly




	8.  Competencies – Indicate which of the Sodexo core competencies and any professional competencies that the role requires

	
	Growth, Client & Customer Satisfaction / Quality of Services provided
	Leadership & People Management

	Rigorous management of results
	Innovation and Change

	Brand Notoriety
	Business Consulting

	Commercial Awareness
	HR Service Delivery

	Employee Engagement
	

	Learning & Development
	







Security Compliance Manager


Compliance Coordinator


Compliance & Training Coordinator


Senior Aviation Coordinator


Aviation Cordinator


Aviation Cordinator


Aviation Cordinator
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